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A B S T R A C T

Process plants safety is currently an integral part of process industries. This fact is evidenced by a number of 
important directives, standards, and regulations, such as the Seveso III Directive, Process Safety Management 
Standard or Occupational Health and Safety Management Systems. By implementing them, personnel safety, 
process safety, functional safety, etc. are constantly ensured. However, on the other hand, it is necessary to point 
out that process plants can be a significant source of risk not only from a process point of view, but also as a result 
of intentional or unintentional external damage. In this context, it is also necessary to pay attention to process 
plants security. Currently, only a few directives related to the critical infrastructure protection or cyber security 
pay attention to this area. Based on these facts, the aim of the article is to present possibilities, tools and benefits 
of the convergence of process plants safety with the physical protection system and organizational resilience. As 
part of the physical protection system, convergence mechanical barriers, alarm systems, security forces and 
regime measures can be used for this purpose at the operational level. In contrast, organizational resilience 
processes can be used to strengthen process plants safety at the management level. In both cases, these security 
measures can be used in all three-time phases of the accident, i.e. before the accident, during the accident, and 
after the accident.

1. Introduction

Process plants are an integral part of modern times. Through process 
plants, basic human needs are provided, i.e. produce a number of 
important products for everyday use. Process plants include a wide 
range of processes that transform input raw materials or semi-finished 
products into a final product or intermediate product (Schlegel, 2023). 
It is a complex set of process units, modules, supporting infrastructure, 
operations and processes systematically arranged to provide operational 
functions related to the creation of the final product (Moran, 2019; 
Varbanov, 2023). They can also be defined as a complex set of process 
management, e.g. planning of manufacturing activities, planning as-
sembly, work methods using any process equipments for the trans-
formation of any materials (Gersak, 2022). It is clear that process plants 
are perceived as one of the key sectors that has a major impact on the 
global economy, sustainability and technological progress.

Process plants are used for the processing of various materials. Their 
final products always reflect the industry types in which the process 
plants are used. Process plants are used in industries such as the food, 
chemical, metalworking, engineering, metallurgical, textile or other 
production sectors. These sectors and the way products are processed 
must adapt to current challenges and rapidly changing technological, 
economic and environmental conditions, as well as consumer demands. 
These changes have a significant impact not only on the approach to the 
choice of technology, the assembly of process equipment (Schindel et al., 
2021), implementation of process chains (Qin, 2015) or the introduction 
of automation systems (Wilson, 2015), but also on process plants safety 
(Hauptmanns, 2020).

When introducing any change, increased attention must be paid not 
only to the technical or economic areas, but also to safety (Moran, 
2019). This safety must also be ensured during the normal operation of 
process plants, which is covered by a number of important guidelines, 
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standards and regulations. An example is the Seveso III Directive 
(2012/18/EU), Process safety management standard (OSHA, 2013), or 
Occupational health and safety management systems (ISO 45001:2018). 
However, Safety cannot be understood as a separate field. It is a sys-
tematically connected, interconnected and comprehensive system of 
measures (Roland and Moriarty, 1990), which are integrated into pro-
cess plants. Based on this fact, integral process plants safety is composed 
of three basic areas, which are personnel safety, process safety, and 
functional safety (Hauptmanns, 2020; Véchot et al., 2022; Kallambettu 
and Viswanathan, 2018; Majid et al., 2015; Mannan et al., 2015).

In addition to safety, security is also important for the functioning of 
process plants. This is mainly applied in the areas of physical security 
(Williams, 2021), information security (ISO/IEC 27001:2022), and 
cyber security (Edwards, 2024). Initially, these areas of security were 
dealt with separately, but since 2007, with the support of the Alliance 
for Enterprise Security Risk Management (AESRM), their gradual 
convergence began to occur. Security convergence has been defined in 
this context as “the integration of the cumulative security resources of an 
organization in order to deliver enterprise-wide benefits through enhanced 
risk mitigation, increased operational effectiveness and efficiency, and cost 
savings” (Tyson, 2007).

Based on the above, the aim of the article is to define the possibilities, 
tools and benefits of the convergence of safety and security within 
process plants. This security and safety convergence consist in 
strengthening process plants safety through the factors of physical 
protection system (for the operational level) and organizational resil-
ience (for the management level). For this purpose, the article defines 
both security systems and subsequently defines their factors that are 
suitable for strengthening process plants safety through this 
convergence.

The article is logically divided into two main parts, i.e. Background, 
materials and methods, and Results. The first part is devoted to the 
importance of safety and security convergence for process plants and at 
the same time the current shortcomings that can be seen in this system 
are mentioned. Subsequently, both key security systems, i.e. the physical 
protection system and organizational resilience, are defined in detail, 
and their basic factors are described. The second part presents how these 
factors can be used to strengthen process plants safety, at two key levels, 
i.e. operational and management.

2. Background, materials and methods

The essence of the article is the presentation of safety and security 
convergence possibilities as a tool for strengthening process plants 
safety. For this purpose, attention is first focused on the current devel-
opment in the field of safety and security convergence. Subsequently, a 
description of the physical protection system and organizational resil-
ience is presented as approaches suitable for strengthening process 
plants safety at the operational and management level.

2.1. Safety and security convergence

The beginnings of the application of the converged approach are 
visible primarily in the field of security. Converged security is a term 
that refers to the merging of several hitherto separately existing types of 
security into one unit with a wider scope (Aleem et al., 2013). It is a 
fusion of the basic types of security, which are close to each other and 
may have a common partial intersection of controls, hazards and assets. 
There are several different opinions on the definition of converged se-
curity and determining its meaning. However, the most discussed are the 
mutual relations between physical, information and cyber security, 
which are based on the need to solve current real situations (Lukas, 
2019; Mccreight and Leece, 2016; Hromada et al., 2021, 2023).

The security and safety areas convergence may seem quite complex, 
but in practice it is already partially happening. It is a so-called inte-
grated management system that integrates security management 

systems and safety management systems and is framed by international 
standards of organizations such as the International Organization for 
Standardization or the International Electrotechnical Commission. From 
quality improvement to energy efficiency and environmental perfor-
mance to road safety, management systems are increasingly used as a 
result of increasingly complex operating conditions. There are a signif-
icant number of management systems in the portfolio of ISO standards. 
Many of these standards are focused on various areas of security and 
safety, such as quality management systems (ISO 9001:2015), environ-
mental management systems (ISO 14001:2015), occupational health 
and safety management systems (ISO 45001:2018), information security 
management systems (ISO/IEC 27001:2022), business continuity man-
agement systems (ISO 22301:2019), energy management systems (ISO 
50001:2018), asset management systems (ISO 55001:2024), manage-
ment system for private security operations (ISO 18788:2015), security 
management systems (ISO 28000:2022), whistleblowing management 
systems (ISO 37002:2021).

The number of management systems has increased significantly in 
recent years, reflecting the growing needs and requirements of organi-
zations that want to improve their performance in various areas and 
sectors. At the same time, many companies implement several of these 
systems. For this reason, the ISO Handbook: The Integrated Use of 
Management System Standards was published in 2018 (ISO, 2018), 
which provides guidance to organizations on how to integrate individual 
management systems. The common features of individual management 
systems is that they are built on risk management in addition to process 
management (ISO 31000:2018; IEC 31010:2019; ISO/TS 31050:2023).

The above-mentioned standards issued by international organiza-
tions are non-binding for individual member state organizations. For 
this reason, generally binding legal regulations are also issued at the 
level of the EU and member states, which in some cases regulate safety 
requirements in areas that have a significant impact on the functioning 
of states, the environment and, last but not least, on the life, health and 
property of citizens (2012/18/EU; 2022/2555; 2022/2557; 2016/679).

The security and safety areas convergence at the level of EU regu-
lations and directives is similar to the case of managerial ISO systems. In 
many cases, the issue of physical security is absent. For example in 
Seveso III Directive (2012/18/EU) and its implementation methodolo-
gies (e.g. ARAMIS: Accident Risk Assessment Methodology for Industry) 
exclusively take into account safety hazard, such as technological acci-
dents or unintentional human factor failure. However, procedures 
regarding physical security hazard are completely absent here.

2.2. Physical protection system

A security management system is a system of coordinated policies, 
processes and procedures through which an organization manages its 
security objectives (ISO 28000:2022). One of the key tools of this system 
is the physical protection system. According to Lovecek et al. (2018)
physical protection system, as a purposeful method of organizing pro-
tective measures, makes it possible to prevent a purposefully acting 
unauthorized person from achieving his goal, which may be the theft, 
damage or destruction of a protected interest. According to (Garcia, 
2008) the physical protection system is perceived as a system realized by 
mechanical barriers, alarm systems, security forces and regime measures 
(see Fig. 1).

Mechanical barriers are used to deter, slow down or stop an intruder, 
while alarm systems are used to subsequently detect an intruder/ 
attacker and trigger an alarm. Alarm systems include electronic security 
systems and emergency alarm systems (EN 50131-1:2006), video sur-
veillance systems (EN 62676-1-1:2014), electronic access control sys-
tems (EN 60839-11-1:2013), social alarm systems (EN 50134-1:2002), 
or alarm transmission systems and equipment (EN 50136-1:2012). An 
integral part of the protection system are the security forces, which 
ensure timely intervention and detention of the intruder. Mode protec-
tion ensures the correct functioning of the mentioned protective 
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measures (Lovecek and Reitspis, 2011). These protective measures must 
be arranged in such a way as to meet the basic requirement for system 
functionality.

In the phase of planning, designing and implementing these mea-
sures, from the point of view of their assessed, we can talk about the 
functionality, effectiveness and reliability (i.e. overall quality) of the 
protection system (Lovecek et al., 2015). From an economic point of 
view, the effectiveness of the system can be defined as the return of 
funds invested in the system and assessed in terms of its results. The 
economic effectiveness of the physical protection system can be defined 
as a relationship that, using economic indicators, expresses the depen-
dence between the economic benefits of the system’s effect on reducing 
economic losses due to criminal activity and the economic costs of its 
creation.

System reliability is characterized by its complex property, express-
ing the general ability to maintain functional properties at a given time 
and under specified conditions (Lovecek et al., 2015). Reliability is 
usually expressed as the probability that the system (e.g. electrical se-
curity system, camera surveillance system) or its element (e.g. detector, 
control panel, communicator) will perform the required function for a 
specified time and under predetermined conditions. In practice, reli-
ability is stated as the number of failures per unit of time during the 
monitored period (Wilde et al., 2008). In many cases, the reliability of a 
physical protection system also depends on the reliability of a human 
agent, e.g. a guard service worker, a surveillance centre operator.

The quality of physical protection system can be in the context of 
quality management system (ISO 9001:2015) perceived as the sum of 
the factors of the entire system, which make it capable of satisfying the 
legitimate and anticipated needs of a specific entity (e.g. owner, oper-
ator, administrator) and thus ensure security the given environment, 
time and for the specified purpose.

The search for optimal protection means the search for a solution 
that would be reliable, economically efficient and at the same time meet 
the requirements of a functional physical protection system. A func-
tional physical protection system is considered to be such a system that 
meets the basic condition that, from the moment of detection, the attack 
time is greater (including the total time to break through the passive 
protection elements and the intruder’s movement time) than the reac-
tion time of the intervention unit. This means that the system is efficient 
if the ratio of times is greater than one (Garcia, 2008).

Credible proof of fulfilment of this basic and seemingly elementary 
condition for system functionality is often difficult to achieve in prac-
tice. Existing practices (e.g. standards, norms, methodologies, guide-
lines, etc.) aimed at protecting objects use one of two basic approaches, 
namely a qualitative approach or a quantitative approach.

Procedures using a qualitative approach are based on expert esti-
mates of assessors, where it is not possible to exactly verify the suffi-
ciency of the proposed level of protection, and one must rely on the 
professional competence of the creators of these procedures. In this case, 
it is not possible to verify whether the protection system from the point 

of view of the proposed protective measures is not under-dimensioned 
or, on the contrary, over-dimensioned (CEN/TS 14383-32005; CEN/TS 
14383-4:2006; CEN/TS 14383-6:2022; CEN/TS 16850:2015).

Procedures based on a quantitative approach make it possible to 
accurately prove the validity of the proposed protective measures using 
measurable input and output quantities. In this case, it is already 
possible to verify whether the protection system, from the point of view 
of the proposed protective measures, is not undersized or oversized 
(Bennett, 1977; Matter, 1988; Garcia, 2008; Phillips et al., 2005; Jang 
et al., 2009; Lovecek et al., 2010).

The quantitative approach is the least subjective, but at the same 
time the least used in practice. The main reason is the fact that the 
existing software tools (e. g. SAVI, SAVI/ASSESS from Sandia National 
Laboratories, USA) were created to assess the protection of specific non- 
commercial devices (e.g. nuclear facilities and military facilities) and are 
not available for civil or unclassified sectors. However, another impor-
tant reason is also the fact that in practice there is a lack of real values of 
input quantities, such as (Garcia, 2005; Vintr et al., 2012): 

- breakthrough resistance of passive protection elements changing 
depending on the used type of tool expected to overcome them;

- the probability of detection of active elements of protection changing 
depending on the intruder’s knowledge of the technologies used, e.g. 
the method of evaluating a change in a physical quantity as a result of 
a violation of the protected space;

- reliability of active protection elements;
- the reliability of the human factor.

For these reasons, the mentioned tools are used in practice only for a 
specific area, e.g. the protection of nuclear facilities. In practice, pro-
cedures based on a qualitative approach are used much more often, 
which can be further classified into (Lovecek and Reitspis, 2011): 

- a directive approach, where protective measures are precisely 
defined, regardless of the specifics of operation and the environment 
in which the object is located;

- a variant approach, where it is possible to choose from a finite 
number of proposed solutions, combining various protective mea-
sures, which will make it possible to consider to a certain extent not 
only the specifics of operation and the environment, but also the 
financial, technical or personnel possibilities and capacities of the 
owner or manager of the object.

The first and most important step in the process of planning and 
designing an object’s protection system is the determination of the 
minimum level of protection, from which the choice of technologies of 
active and passive protection elements, dislocation, parameters and 
functionalities is subsequently derived (EN 16763:2017). The minimum 
protection level determines which protective measures are to be 
implemented, in what proportion and with what characteristics, e.g. 
security level/class, purpose of use, key parameters of system elements, 
dislocations.

The minimum protection level results from security requirements, 
which can be defined either by the basic condition for the protection 
system functionality or by third parties, e.g. the state, standardization 
authority, insurance company, customer, parent company. In the case of 
determining the minimum protection level based on the fulfilment of the 
basic condition for the functionality of the protection system, a quan-
titative approach is used, which uses the time and probability bases of 
the values of input and output quantities, e.g. breakthrough resistance 
times, transfer times and reaction times, detection probabilities (Garcia, 
2005, 2008; Godovykh et al., 2016; Wely and Chetaine, 2021). In the 
case of determining the minimum protection level based on the fulfil-
ment of the security requirements of third parties, a qualitative 
approach is used in most cases, either a directive or a variant approach.

Physical protection system can be used not only as a measure to 

Fig. 1. Physical protection system elements.
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reduce the risk level arising from intentional anthropogenic hazard, but 
also risks arising from hazard that have a technological, environmental 
or unintentional anthropogenic origin. For this reason, it is advisable to 
investigate the possibilities of using a physical protection system in the 
area of process plants safety. Such an approach can have an impact on 
more effective investment in increasing the protection of not only the 
life and health of employees, but also the assets of the organization.

2.3. Organizational resilience

The second important area that can contribute to the safety and se-
curity convergence within process plants is organizational resilience. It 
is evident from the first definitions that organizational resilience was 
first perceived only as “the adaptive capacity of an organization in a 
complex and changing environment” (ASIS, 2009). In the following years, 
it was already expanded with the capacity of absorption: “Organizational 
resilience is the ability of an organization to absorb and adapt in a changing 
environment” (ISO 22316, 2017). Currently, organizational resilience is 
perceived in a significantly broader context, as “the ability of an orga-
nization to anticipate, prepare for, respond and adapt to incremental change 
and sudden disruptions in order to survive and prosper” (BS 65000, 2022).

The current perception of organizational resilience reflects its 
development. The standard known as ASIS SPC.1 became the default 
publication (2009), which provides a comprehensive approach to 
strengthening resilience in the areas of security, preparedness, and 
continuity management systems. In accordance with the requirements of 
the management system, organizational resilience is strengthened in 
four phases, i.e. planning, implementation, operation, and checking 
(evaluation). Another important document is the technical standard ISO 
22316 (2017), which focuses not only on the area of strengthening 
resilience, but also on the adaptation phase, i.e. the ability to adapt to 
changes, challenges and crises. Based on this fact, the main attributes of 
organizational resilience are considered adaptability and flexibility, 
speed of recovery, use of information, availability of resources, identi-
fication and risks management, ability to anticipate and managing 
change, planning and implementation, improvement of processes or 
skills diversity, leadership, knowledge and experience. The last major 
standard closely linked to the concept of organizational resilience is BS 
65000 (2022) providing more detailed information on strategic resil-
ience management. This standard emphasizes long-term preparedness 
and adaptability to changes, through aspects such as leadership and 
management, protection and continuity, preparedness for hazards and 
adaptation, a comprehensive approach to risks or a safety culture.

Over the past twenty years, a large number of professional publica-
tions have also been devoted to the issue of organizational resilience. 
Here, too, the concept of organizational resilience has undergone sig-
nificant development and various approaches and strategies have been 
identified. This statement is substantiated by, for example, Denyer 
(2017), who, in his book, identified specific requirements that are key to 
properly setting up organizational resilience. These requirements are 
foresight (anticipate, predict and prepare for your future), insight (to 
interpret and respond to your present conditions), oversight (monitor 
and review what has happened and assess changes), hindsight (learn the 
right lessons from your experience).

In recent years, research on organizational resilience, i.e. determi-
nation of factors and their assessment, has become an increasingly 
frequent subject of interest in professional literature. This statement is 
also evidenced by the existence of many methods that are focused pre-
cisely on the identification of factors and the subsequent assessment of 
their level. An example is the ASOR method (Rehak, 2020), in which the 
factors of risk management, education and development processes, and 
organizational innovation processes are used to strengthen organiza-
tional resilience. It is also possible to increase organizational resilience 
through managerial disciplines, such as business continuity/continuity 
of operations management, crisis and risk management, human resource 
management, or incident response (ICOR, 2024). Each of these 

disciplines is designed as a system that must be integrated into the 
overall framework for the organization to effectively respond to hazards 
and adapt to change.

Based on the approaches presented above, it is possible to define 
factors determining organizational resilience. It is appropriate to classify 
these factors according to their purpose into three basic groups, which 
are designated as components of organizational resilience. These com-
ponents are resistance, robustness and adaptability. The essence of 
resistance is the anticipation and preparation of the organization for 
gradual changes and sudden disruptions (i.e. the prevention phase). The 
essence of robustness is the organization’s response to gradual changes 
and sudden disruptions (i.e. the response phase). The essence of 
adaptability is the adaptation of the organization to gradual changes and 
sudden disturbances (i.e. the adaptation phase). The classification of 
factors into individual components is presented in Fig. 2.

The first factor determining organizational resilience in the preven-
tion phase is risk management. It is an internal process of the organi-
zation consisting in the coordination of activities with the aim of 
minimizing risks (ISO 31000, 2018). The level of this factor is shaped by 
the level of risk management, the risk assessment methodology used, the 
scope of implementation of safety standards and the level of risk sce-
narios specification (Rehak, 2020; Bernatik et al., 2013).

Another preventive factor is anticipation. These are procedures and 
measures related to predicting the occurrence of incidents (ISO 22316, 
2017; BS 65000, 2022). This factor includes preventive control activities 
and the process of indicating disruptions to organizational resilience.

The third factor determining resistance is security measures. These 
are regime and organizational measures for monitoring, physical and 
cyber protection of the organization. This factor primarily includes 
physical protection and regime measures (Kampova et al., 2020).

The last preventive factor is crisis preparedness. These are analytical 
and planning documents that serve to increase the organization’s pre-
paredness for incidents (Carmeli and Schaubroeck, 2008). This factor 
consists in defining responsibilities, duties and authorities, training staff, 
preparing planning documentation and continuity planning.

The first factor determining organizational resilience in the response 
phase is the organization’s responsiveness to an incident. These are 
organizational procedures and measures, the essence of which is the 
reporting and management of incidents. For this purpose, a short time 
interval for the protective measures activation and an adequate state of 
forces and means to manage incidents are important (Rehak et al., 
2024a).

The second factor is incident management. Its essence is managing 
incidents that have already occurred and minimizing their impact on the 
organization (ASIS, 2009). Incident management is based primarily on 
the capabilities and skills of crisis management and a set system of 
communication and information sharing.

Another factor determining the robustness of the organization is 
business continuity management. The essence of this factor is the crea-
tion of an environment and procedures that will allow to ensure the 
continuity and recovery of key processes and activities of the organi-
zation, at a predetermined minimum level, in the event of their 
disruption or loss (ISO 22301:2019; ICOR, 2024).

The final factor of the response phase is recovery processes. This 
factor lies in the disaster preparedness of processes that control or deal 
with material resources, financial resources/reserves and human re-
sources. This is an process assessment of securing these resources for the 
restoration of the organization’s function from the point of view of crisis 
preparedness and preparation for repeated incidents (Mohan, 2023).

The final component of organizational resilience is adaptability. The 
first factor of this component is the educational and development pro-
cesses that shape the knowledge, skills and attitudes of the organiza-
tion’s employees (Armstrong and Taylor, 2014). These processes are 
determined by the scope and quality of professional training, the 
training level to deal with incidents and the assessment of the effec-
tiveness of these training and development processes.
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The second factor of the adaptation phase is innovation processes, 
which significantly contribute to strengthening organizational resil-
ience. The essence of these processes is the support of inventions, science 
and research and the implementation of safety measures. This support 
should be directed primarily to the area of facilities, processes, products, 
marketing and organizational activities (OECD/Eurostat, 2005).

Another important factor is the implementation processes that 
enable the implementation of tools to strengthen organizational resil-
ience (ASIS, 2009). This is mainly the implementation of new processes, 
the implementation of management systems, the implementation of 
software tools and the implementation of security measures.

The last factor determining the adaptability of an organization is its 
resources. These resources can be classified as financial, human and 
material and their availability has a significant impact on the effec-
tiveness of the organization (Mwai et al., 2018). In the case of financial 
resources, their allocation and timeliness are important. In the case of 
human resources, their capacity, expertise and time availability are 
particularly important. In the case of material resources, the availability 
of components needed to carry out repairs or replacement of damaged or 
destroyed parts of the infrastructure is important.

In conclusion, it can be stated that both organizational resilience and 
physical protection system are important tools contributing to the safety 

and security convergence. In this context, it is appropriate to focus 
attention on the possibilities of their use to strengthen process plants 
safety, both at the operational and management level. International 
standards play a significant role in this convergence, contributing to 
varying degrees to strengthening safety and security in different areas 
(see Fig. 3).

In the context of process plants, the area of safety management 
systems can be considered primarily occupational health and safety 
management systems (ISO 45001:2018), environmental management 
systems (ISO 14001:2015), energy management systems (ISO 
50001:2018), or social alarm systems (EN 50134-1:2002).

In contrast, the area of security management systems is represented 
by organizational resilience (BS 65000:2022; ISO 22316:2017), security 
management systems (ISO 28000:2022), management system for pri-
vate security operations (ISO 18788:2015); information security man-
agement systems (ISO/IEC 27001:2022), crime prevention standards 
(CEN/TS 14383-6:2022; CEN/TS 14383-4:2006; CEN/TS 
14383-3:2005), or other standards dealing with alarm systems, such as 
electronic security systems and emergency alarm systems (EN 
50131-1:2006), video surveillance systems (EN 62676-1-1:2014), elec-
tronic access control systems (EN 60839-11-1:2013).

Converged management systems can be considered business 

Fig. 2. Classification of components and factors of organizational resilience.

Fig. 3. Management system standards suitable for convergence of safety and security within process plants.
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continuity management systems (ISO 22301:2019), quality manage-
ment systems (ISO 9001:2015), asset management systems (ISO 
55001:2024), services for fire safety systems and security systems (EN 
16763:2017), alarm transmission systems and equipment (EN 
50136-1:2012), or some standards dealing with risk management (ISO 
31000:2018; IEC 31010:2019; ISO/TS 31050:2023).

3. Results

From the text so far, it is clear that the main attention in protecting 
the life and health of process plants employees is primarily devoted to 
the area of safety. This fact is evidenced by a number of important di-
rectives, standards, and regulations, such as the Seveso III Directive 
(2012/18/EU), Process safety management standard (OSHA, 2013), or 
Occupational health and safety management systems (ISO 45001:2018). 
However, the authors present a solution within which some process 
plant safety measures (primarily personnel safety, process safety, func-
tional safety) could be strengthened through convergence with specific 
security measures (see Fig. 4).

These security measures are physical protection system and organi-
zational resilience. Physical protection system and its factors are suit-
able for strengthening process plants safety at the operational level. In 
contrast, organizational resilience and its factors are suitable for 
strengthening process plants safety at the management level. The factors 
of both security measures can be used to strengthen process plants safety 
in all three phases of an accident, i.e. before an accident (i.e. minimizing 
risks and increasing preparedness), during an accident (i.e. managing 
the consequences of an accident and monitoring the development of the 
situation) and after an accident (i.e. monitoring changes in process 
plants and strengthening safety).

3.1. Convergence of the physical protection system to strengthen the 
process plant safety at the operational level

In the past, security and safety were considered separate areas that 
solved local security problems in organizations. From the point of view 
of security, physical security is the oldest and most widespread area, 
which was expanded over time by other specific areas, such as personal 
security or administrative security. Later, with the development of in-
formation systems, information security began to be promoted end 
masse (ISO/IEC 27001:2022). With the development of computer net-
works and the increasing occurrence of various types of cyber-attacks, 
the importance of cyber security has begun to be emphasized 
(ISO/IEC 27032:2023), which is a specific area of information security. 
For a long time, cyber security was the domain of information tech-
nologies based on TCP/IP protocols. However, cyber security is now 
extending into operational technologies such as industrial control 

systems and manufacturing technologies (ISO/IEC 27019:2017; IEC 
62443-3-2:2020).

In recent years, there has already been a trend to solve the physical 
and information security of organizations as a set of optimized solutions 
suitable for a given object, which consists in merging them into a single 
resulting security convergence (Lukas, 2017). Security convergence re-
fers to the convergence of two historically different security functions, 
physical security and information security, which are an integral part of 
a coherent risk management program. Security convergence is moti-
vated by the knowledge that corporate assets are increasingly 
information-based. Although security convergence is generally used in 
connection with cyber and physical convergence, in its essence it can 
also refer to the convergence of security and specific safety areas.

3.1.1. Strengthening personal safety
Convergence of the physical protection system to strengthen process 

plants safety can be implemented at the operational level in three basic 
safety areas, i.e. personnel, process, and functional. In the field of per-
sonal safety, mechanical barriers, alarm systems, security forces and 
regime measures can be used for this purpose. Mechanical barriers are 
considered standard protective measures that clearly contribute to 
increasing occupational health and safety. These are, for example, per-
manent or mobile barriers, back pressure barriers, hole fillings with 
increased back pressure and chemical resistance (EN 356:1999; EN 
13124-2:2004). From the point of view of the individual phases of the 
accident, mechanical barriers serve to minimize risks, primarily from 
the point of view of reducing the probability of an incident occurring. In 
the event of an accident, they make it possible to protect a person from 
the consequences of the event from the point of view of protecting his 
life and health.

In operation, it is often not possible due to layout reasons to install 
mechanical barriers to prevent access of people to individual process 
plants. For this reason, alarm systems are key elements for strengthening 
process plants safety (EN 50398-1:2017). These systems include elec-
tronic security systems and emergency alarm systems, video surveil-
lance systems, electronic access control systems or emergency call 
systems. The effectiveness of individual alarm systems depends on the 
type of operation and mode of movement of people and property in 
operation. The primary function of alarm systems is the detection of 
unauthorized access to a protected area. Security systems and emer-
gency alarm systems can be effectively used here, the task of which is to 
detect and indicate the presence of an intruder (EN 50131-1:2006).

Depending on the type of process plants, spatial, directional, point or 
line motion detectors can be used (Lovecek et al., 2015). Motion de-
tectors usually have a detection characteristic determined by the 
manufacturer depending on the technology used. Space detectors are 
used to cover a certain space, e.g. a zone in a given space. Directional 

Fig. 4. Convergence of process plants safety with physical protection system and organizational resilience.
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detectors sense a change of state only in a certain direction, e.g. in a part 
of a room, in a corridor, in front of a door. Point detectors sense a change 
of state at just one point, e.g. a microswitch. Line detectors sense the 
change of state between two points, i.e. receiver and transmitter. The 
very operation of process plants creating various disturbing influences 
(e.g. temperature, sound, magnetic fields, etc.) can influence the choice 
of technology. Passive detectors sense physical changes in their sur-
roundings (e.g. temperature) and based on them evaluate the distur-
bance. Active detectors create their own working environment by 
actively acting on their surroundings and detect changes in the physical 
environment created in this way, e.g. microwave, ultrasonic, or dual 
detectors.

Surveillance video systems can also provide detection and indication 
of the presence, entry or attempt to intentionally or unintentionally 
enter a protected area (EN 62676-4:2015). Currently, the standard 
functions of security cameras include video detection of the entry of an 
unauthorized person into the protected area, or monitored space. The 
detection in this case is not caused by a change in any of the physical 
quantities, but is caused by a change in the bitmap raster of the recorded 
image of the scanned scene. Regardless of which alarm system is used to 
detect unauthorized movement of people in a protected area, in addition 
to detection, a certain form of response to an alarm condition must also 
be ensured. In the case of a security application, it is about notifying the 
person that he is unintentionally moving in a space in which he should 
not be. Here, several technical solutions can be used to notify her, 
ranging from local acoustic-optical signalling, through notification of 
personal mobile devices she carries, to voice notification from the sur-
veillance and alarm reception centre operated by the guard service.

From the point of view of personal safety, alarm systems can also be 
used to detect changes in the environment, and not only the already 
mentioned changes in temperature, but it is also possible to monitor, 
detect and understand other changes in the properties of the environ-
ment, such as changes in the chemical composition of the air. The use of 
alarm systems can therefore be included from the point of view of the 
individual phases of the accident, as well as mechanical barriers, among 
measures to minimize risks.

3.1.2. Strengthening process safety
To strengthen process plants safety at the operational level in the 

area of process safety, the physical protection system can again be used 
in several applications. For this purpose, it is possible to use any of the 
alarm systems, especially video surveillance systems and electronic ac-
cess control systems. In this case, however, it is not about their use to 
detect the unauthorized movement of persons in a protected area, but 
about monitoring and tracing of persons in the given area.

The purpose of such monitoring and tracing is whether the person is 
following the established work procedure. In the case of the use of 
surveillance video systems, it must be considered that standard video 
detection is no longer sufficient, but security cameras using intelligent 
video analytics functions must be used. These functions, based on ma-
chine learning, make it possible to evaluate not only the presence of a 
person in the monitored space, but also their behaviour. The disadvan-
tage of the implementation of surveillance video systems for monitoring 
and tracking people is the need to ensure sufficient coverage of the space 
with the detection characteristics of the cameras at the reconnaissance 
level (EN 62676-4:2015) and also the fact that the purpose of use may be 
in conflict with personal data protection regulations (Regulation, 2016).

In the case of electronic access control systems, multiple technologies 
can be used depending on the application. Current location or moni-
toring systems represent a combination of several technologies that 
allow monitoring the movement of various people or objects in the in-
ternal and external spaces of the organization (Lovecek et al., 2023). 
This is, for example, Global Position System (GPS), Radio-frequency 
identification (RFID), Near-Field Communication (NFC), Bluetooth 
Low Energy (BLE), or QR codes. All these technologies have certain 
operating limits. At the same time, however, most of these technologies 

are suitable for localization in external and internal environments.
GPS technology can be used in an environment that is covered by a 

signal. However, indoor use is often limited due to the impermeability of 
signals through building structures or natural terrain. BLE, RFID and 
NFC technologies can be implemented especially in the interior of 
buildings. Some of the technologies have a limited range within which 
the transmitting and receiving devices are able to communicate with 
each other. Technologies such as NFC or QR codes can be characterized 
as short-range technologies. While RFID technology allows devices to 
receive transmitted signals up to a distance of 50 m. In terms of locali-
zation, RFID, NFC, and QR codes only provide information about the 
presence or absence of an entity (person or object) in a given space. 
Monitoring is possible based on information about the time and place of 
presence of the entity in the given premises. This requirement can be 
implemented using BLE technology, but it is not possible to determine 
the movement of the entity in space. Even NFC and QR codes do not 
allow locating more people and entities.

From the point of view of the individual phases of an accident, alarm 
systems serve not only to minimize risks (primarily to reduce the 
probability of an accident), but also to monitor changes in process plants 
and strengthen safety after an accident (retrospective analysis of events 
in order to optimize processes during the restoration of operations).

3.1.3. Strengthening functional safety
Last but not least, the physical protection system can be used to 

strengthen process plants safety at the operational level in the field of 
functional safety. As in the area of process safety, it is possible to use 
surveillance video systems and electronic access control systems again, 
but it will no longer be a matter of monitoring and tracing non-standard 
behaviour of people, but of non-standard behaviour of technological 
devices. In this case, in addition to the above-mentioned technical so-
lutions, thermal imaging cameras can also be used as part of video 
surveillance systems, which will allow to evaluate whether process plant 
components are overheating.

In the context of individual phases of an accident, alarm systems can 
be used both to minimize risks in the pre-accident phase (e.g. to monitor 
the escalation of a problem by monitoring the deviation of a physical 
quantity from a set value level) and during an accident, specifically to 
monitor the development of the situation.

3.2. Convergence of organizational resilience to strengthen the process 
plant safety at the management level

Similar to the case of the physical protection system, the convergence 
of organizational resilience can also be used to strengthen process plants 
safety. In this case, however, it is about strengthening safety at the 
management level, where individual areas (i.e. personnel, process, and 
functional) are strengthened preferentially in the context of emergency 
phases, i.e. before an accident, during an accident and after an accident.

3.2.1. Strengthening process plants safety before the accident
Strengthening process plants safety before an accident can be 

implemented primarily through preventive measures used to minimize 
risks and increase preparedness. In the context of organizational resil-
ience, these are factors determining the organization’s resistance. These 
factors are risk management, anticipation, security measures and crisis 
preparedness.

As part of risk management, process plants safety can be strength-
ened through processes aimed at early risk assessment and management, 
including detailed specification of scenarios. Specifically, it is about 
setting the appropriate level of risk management (ISO/TS 31050:2023), 
choosing an appropriate risk assessment methodology (IEC 
31010:2019), implementation of related technical standards (e.g. 
ISO/IEC 27001:2022; ISO 45001:2018; ISO 12100:2010) or accident 
modelling using modern technologies, e.g. digital twins (ISO/IEC 
30173:2023; ISO 23247:2021; Brucherseifer et al., 2021).
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Process plants safety can be further strengthened through anticipa-
tion, the essence of which is the prediction of the occurrence of an ac-
cident due to the action of a hazard. For this purpose, it is advisable to 
carry out regular preventive checks in order to obtain feedback on 
employee awareness and the current state of production facilities and 
processes (Denyer, 2017). The information resulting from the process of 
indicating the disruption of the organization’s resilience can also be 
used to predict the occurrence of an accident (Rehak et al., 2024b).

Another important factor in strengthening process plants safety are 
security measures. These measures can be used in two areas, namely for 
physical and cyber protection. In the area of physical protection, these 
are primarily regulatory measures to control the entry and entry of 
people and vehicles into the area of process plants (Lovecek and Reitspis, 
2011). In the field of cyber protection, these are regime measures for the 
systematic protection of electronic or printed data (ISO/IEC 27001, 
2022).

The last factor suitable for strengthening process plants safety in the 
prevention phase is crisis preparedness, the essence of which is the 
preparation of workers and management of the organization for crisis 
situations. To increase the crisis preparedness of process plants, it is 
advisable to clearly define responsibilities, obligations and powers (ISO 
9001, 2015), regularly implement training and staff training (ISO 9001, 
2015) and assess the level of processing of safety documentation, 
especially the emergency plan (Philpott, 2016).

Every process plant is a potential source of risk, therefore it is 
necessary to reduce the probability of an accident to a minimum. For this 
purpose, it is possible to use, among other things, the preventive factors 
of organizational resilience. Risk management plays a fundamental role 
in hazard identification, safety assessment, safety analysis or estimation 
of process safety hazards. Risk management can also be used within the 
Safety Integrity Level (SIL) analysis (IEC 61508:2010). Anticipation and 
crisis preparedness, as proactive approaches to identifying weak points, 
can be used, for example, in process safety or process engineering. These 
factors can influence the development of processes, their effective 
design or optimization. On the other hand, security measures contribute 
to increasing personal safety by minimizing the risk of disrupting the 
operation of process plants as a result of hacker or terrorist attacks.

3.2.2. Strengthening process plants safety during the accident
Strengthening process plants safety during an accident can be 

implemented primarily through reaction measures used to manage the 
consequences of the accident and monitoring the development of the 
situation. In the context of organizational resilience, these are factors 
determining the robustness of the organization. These factors are 
responsiveness, incident management, business continuity management 
and recovery processes.

The responsiveness is determined by measures and procedures for 
detecting and handling incidents (Rehak et al., 2019). In this context, an 
adequate state of internal forces and resources, which are necessary to 
interrupt the causes and solve the effects of accidents in the production 
process, can contribute to the strengthening of process plants safety. A 
significant factor is also the short reaction time of these forces and 
means, which will ensure the timely activation of key protective mea-
sures leading to the minimization of losses.

Another important factor in strengthening process plants safety is 
incident management, the essence of which is the preparedness of crisis 
management and the system of communication and information 
sharing. Crisis management preparedness lies in the capabilities and 
skills of the organization’s management in handling incidents (Carmeli 
and Schaubroeck, 2008). An integral part of crisis management is a 
properly configured system of communication and information sharing, 
which serves to effectively resolve incidents (Savolainen, 2017).

Process plants safety can be further strengthened through business 
continuity management. It is the strategic and tactical capability of an 
organization consisting of the readiness and ability to respond to in-
cidents and disruptions of the organization’s activities in order to 

continue at a predetermined acceptable level. Significant activities in 
this area are the development of business continuity management 
strategy, development and implementation of business continuity plans, 
and testing, maintenance and review of the entire process (ISO 
22301:2019).

The last factor suitable for strengthening process plants safety in the 
final phase of an accident is recovery processes supporting the rapid 
restoration of the required performance of the process plant. These 
processes are the preparation of a disaster recovery plan and the time 
point of recovery of the process plant function. A disaster recovery plan 
includes an assessment of the level of processes that control or use 
material, financial and human resources in order to increase the tech-
nical efficiency of a given facility (Mohan, 2023). The key factor in 
restoring the function of the process plant is the time course of restoring 
performance after the incident has ended (Zorn and Shamseldin, 2015).

From the point of view of individual types of safety, the above- 
mentioned factors primarily contribute to the strengthening of per-
sonal and functional safety. In this context, it is possible to identify the 
organization’s responsiveness and incident management as key factors. 
These factors ensuring immediate response and handling of accidents 
can be used, for example, to reduce the number of accidents or ma-
chinery, plant, and equipment safety. In contrast, business continuity 
management is directly intended to ensure the continuous operation of 
process plants and thus significantly influences the use of safety man-
agement tools for plant operations. Recovery processes subsequently 
ensure post-incident adaptation for future mitigation.

3.2.3. Strengthening process plants safety after the accident
Strengthening process plants safety after an accident can be seen as a 

phase of the organization’s adaptation to past incidents. The essence of 
this phase is primarily the monitoring of changes in process plants and 
the implementation of measures to strengthen safety. In the context of 
organizational resilience, this phase is determined by adaptability fac-
tors, i.e. educational and development processes, innovation processes, 
implementation processes and organizational resources.

Education and development processes are the primary factor 
strengthening process plants safety in the area of adaptability. The 
essence of these processes is the development of knowledge, skills and 
attitudes of the organization’s employees in the area of safety. Key ac-
tivities are the scope and quality of professional education (Yamoah, 
2014) and incident response training, including evaluation of its effec-
tiveness (Rodriguez and Walters, 2017).

Another important factor in strengthening process plants safety are 
innovation processes. The essence of these processes is the support of 
invention, science and research for the implementation of security 
measures. This support can be realized through innovations in man-
agement processes, innovations in measures and technologies, and in-
vestments in these innovations. Management process innovations can be 
implemented either once, i.e. Business Process Reengineering (Fetais 
et al., 2022), or long-term, i.e. Business Process Improvement (Syed 
Ibrahim et al., 2019). Innovations of measures and technologies consist 
in assessing the extent of implementation of measures and technological 
innovations (Fayomi et al., 2019). The imaginary roof of innovation 
processes are investments in innovations, in which not only the amount 
of funds spent, but also their adequacy, expediency and timeliness of 
expenditure should be assessed (Lazonick, 2023).

Process plants safety can be further strengthened through imple-
mentation processes (Duchek, 2020), which include the implementation 
of management systems and new processes, software solutions and se-
curity measures. The essence of the implementation of management 
systems and new processes is a comprehensive assessment of the orga-
nization’s readiness, i.e. implementation procedures and tools. The 
implementation of software solutions consists in the implementation of 
actions whose goal is to ensure security in cyber space based on infor-
mation resulting from the analysis of incidents, needs and requirements 
of the organization. The implementation of safety measures consists in 
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the preparation and implementation of processes and technical means to 
increase the level of safety.

The last and absolutely necessary factor in strengthening process 
plants safety after an accident is the organization’s resources. These 
resources are generally classified as financial, human and material. Key 
indicators of the availability of financial resources are their optimal 
allocation and timeliness (Zhang et al., 2018). In the case of human 
resources, the key indicators are their capacity, expertise and time 
availability (Proag, 2021). The essence of material resources is the 
availability of components for repair, replacement or upgrade of secu-
rity measures.

After the end of the accident in the process plants, it is necessary to 
focus attention on the adaptation of the organization’s processes and 
resources in connection with the implementation of measures to 
strengthen safety. In the context of the above, it is possible to state that 
educational and development processes can contribute to the adjust-
ment of behavioural controls that ensure personal safety, e.g. use per-
sonal protective equipment (PPE), use the right tools, follow procedures, 
etc. By combining innovation and implementation processes, e.g. safe 
process structure, plant design, or process plants design can be signifi-
cantly influenced. Organizational resources are essential for manage-
ment of change, safer design (e.g. implementation of safety 
instrumented system) or instrumentation in protective systems.

3.3. Benefits of convergence of safety and security within process plants

The convergence of safety and security in process plants brings a 
comprehensive approach to protecting not only technologies and pro-
cesses, but also human lives and the environment. The combination of 
these two areas allows the identification and elimination of a wide 
portfolio of unintentional or intentional incidents, such as technical 
accidents, operational errors, sabotage or cyber-attacks. This approach 
increases the resilience of the equipment, improves the effectiveness of 
preventive measures, and contributes to the continuity and long-term 
sustainability of process plants. In the current increasingly complex 
and dynamic environment of industrial processes, this convergence is 
becoming a necessity. Based on these facts, a simple diagram was 
compiled, illustrating the possible division of methods and tools that can 
be used to strengthen process plants safety (see Fig. 5).

Physical Protection System (PPS) can be effectively used to 
strengthen process plants safety in three areas, namely personal, pro-
cess, and functional. In the area of personal safety, mechanical barriers 
and alarm systems contribute to the protection of the health and lives of 
personnel by minimizing the risk of accidents and reducing the proba-
bility of accidents. Suitable mechanical barriers are, for example, pres-
sure barriers, opening fillings with increased pressure and chemical 
resistance. In addition, suitable alarm systems are, for example, motion 

detectors, electronic security systems and emergency alarm systems, 
video surveillance systems, electronic access control systems or emer-
gency call systems. The effectiveness of these tools can also be supported 
by regime measures aimed at controlling the entry and movement of 
unwanted persons.

Process safety can also be supported by alarm systems, such as video 
surveillance systems and electronic access control systems, which 
monitor and track the movement of people, ensure compliance with 
work procedures and identify risky situations. Modern technologies, 
such as GPS or RFID, enable localization and analysis of movement, 
thereby contributing to minimizing risks and restoring operations after 
an accident.

In the area of functional safety, PPS help to monitor technological 
equipment, detect deviations (e.g. overheating) and respond to them. 
Surveillance systems including thermal imaging cameras contribute to 
the prevention of accidents and the management of technical failures. 
Risk assessment techniques can also be used in the process and func-
tional area, through which potential risks can be treated and thus 
significantly minimized.

Organizational resilience can also be used to strengthen the areas of 
personnel, process, and functional safety in process plants. In the area of 
personnel, educational and development processes are key, where per-
sonal safety is increased through incident management training, devel-
opment of knowledge, skills, and attitudes of personnel. Security 
measures, which include protective equipment, regular training, and 
clearly defined procedures in the event of incidents, also contribute to 
minimizing the likelihood of occupational accidents and errors caused 
by personnel.

However, potential incidents are mainly resolved through incident 
management (the ability and skill of crisis management to handle in-
cidents) or crisis preparedness (a proactive approach to identifying 
weaknesses). These tools are mainly used for rapid response and effec-
tive resolution of incidents, thereby contributing to the protection of 
processes and accelerating the return to safe operation. On the other 
hand, risk management focuses on the identification or assessment of 
risks, which allows for the prevention of failures, reducing the likelihood 
of accidents and thus increasing the safety of the processes themselves. 
In contrast, Business Process Reengineering or Business Process 
Improvement focus on the radical redesign of key processes in the or-
ganization with the aim of achieving significant improvements in safety, 
efficiency, productivity and quality of processes.

Various plans are also used in the area of functional safety, such as 
the Disaster Recovery Plan, which serves to quickly restore key systems 
and technologies after an incident, thereby ensuring the continuity of 
security functions and minimizing the risk of secondary failures that 
could endanger processes, employees or the surrounding environment. 
Business Continuity Management also ensures, among other things, the 

Fig. 5. Categorisation of methods and tools suitable for strengthening process plant safety.
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functionality of the security system during incidents, which contributes 
to reducing the likelihood of interruption of operations and protecting 
processes and personnel.

As already mentioned, the presented framework of safety and secu-
rity convergence within process plants is composed of two key areas, i.e. 
physical protection system and organizational resilience, which 
strengthen personal, process, and functional safety within process 
plants. This framework is applicable at two levels, i.e. operational and 
management. Both these levels are interconnected. Information and 
stimuli from the operational level serve as a basis for decision-making at 
the management level, and this decision-making influences the way of 
working at the operational level. However, contradictions can arise 
between these levels, such as a different approach to risk management. 
These misunderstandings or conflicts can be caused by different un-
derstandings of priorities, approaches to risk assessment, investments in 
safety or changes in the safety culture.

In some cases, some requirements from the area of physical protec-
tion system and organizational resilience may contradict each other. A 
possible contradiction may arise, for example, when increasing quality 
control, which involves increasing the frequency of process/product 
measurements by an employee. More frequent checks can be considered 
a preventive measure to minimize risks (management level) and at the 
same time these more frequent checks are likely to reveal a defect in the 
process/product more quickly (operational level). However, frequent 
checks can fatigue employees, which leads to frequent measurement 
errors and at the same time may reduce the personal safety of em-
ployees. Another example may be the introduction of new sensors, 
which may result in longer downtimes in production or changes in the 
structure of the process flow, which may reduce the efficiency of process 
plants.

These discrepancies, shortcomings or potential problems may arise 
when implementing any new system, requirement or measure. However, 
by using convergence, these potential discrepancies can be minimized 
and prevented. It is for this reason that the authors presented the 
framework of safety and security convergence within process plants, 
which represents a possible approach to preventing discrepancies be-
tween the operational and management levels. It can be assumed that by 
using this convergence, any discrepancies will be reduced to a 
minimum.

4. Conclusion

Convergence of individual separately existing types of security is 
currently increasingly used in practice. It is most often a convergence of 
physical security, information security, and cyber security. By 
converging these areas, the organization’s cumulative security resources 
are integrated to optimize complex security solutions. This effective way 
of managing security was a source of inspiration for the authors of the 
article for the transposition of converged security into the area of pro-
cess plants safety. The result of this transposition is the creation a 
framework for a possible approach and the possibility of using safety and 
security convergence within process plants.

The essence of this safety and security convergence is the strength-
ening of process plants safety through security measures. Specifically, it 
is the convergence of process plants safety with factors of physical 
protection system and organizational resilience. Security factors of the 
physical protection system can be used to strengthen safety on the 
operational level, while security factors of the organizational resilience 
can be used to strengthen safety on the management level.

The benefit of the safety and security convergence within process 
plants is the strengthening of core safety areas, i.e. personnel, process, 
and functional. Strengthening process plants safety can be implemented 
in three-time phases of the accident, i.e. before the accident (i.e. mini-
mizing risks and increasing preparedness), during the accident (i.e. 
managing the consequences of the accident and monitoring the devel-
opment of the situation) and after the accident (i.e. monitoring changes 

in process plants and strengthening safety). Based on the conclusions 
presented above, it is appropriate to state that follow-up research should 
focus especially on the possibilities of convergence of individual types of 
safety in the context of efficiency, effectiveness, and economy.
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